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Current e-mail securitysystemsbasetheir securityon
thesecrecyof thelong-termprivatekey. If thisprivatekey is
evercompromised,anattacker candecryptanymessages—
past,present,or future—encryptedwith thecorresponding
public key. Thesystemdescribedin this paperusesshort
term private-key/public-key key pairs to reducethe magni-
tudeof thisvulnerability.

E-Mail systemssuch as PGP [19, 16, 7, 17], PEM
[11, 9, 2, 8, 16, 17], Entrust[5, 6], andS/MIME [14, 3] use
hashedpassphrasesto protecttheprivatekey in apublic-key
encryption system.Thesesystemsweredesignedwith the
intention that the usergeneratesa public/privatekey pair,
andusesthat pair for a long periodof time. If an attacker
managesto obtainthe ling-termprivatekey, thenthesecu-
rity of thesystemis severelycompromised;hecanuseit to
decryptandreadall electroniccommunications encrypted
with thecorresponding publickey, past,present,andfuture.

Thissortof attack,while expensive,canbeverycostlyto
thevictim. In thispaperwe focuson protocols whichmini-
mizetheamountof information gainedby anattacker in the
privatekey. Thesearestore-and-forwardsystems(e.g.,ase-
mail encryption programs), wherethe encryptionis meant
to protecta messagein transit.

Most popular e-mail encryptionprogramsuse a com-
binationof public-key andprivate-key encryption. These
systemsusesymmetric-key encryption, suchasDES [12],
IDEA [10], or Blowfish [15], to encryptthe messagesand
public-key encryption, suchasRSA [13] or ElGamal[4],
to encryptthekey. Detailsof thecryptography involvedin
thesesystemscanbefoundin [18, 16, 17].

An attacker who wishesto decrypta messagehassev-
eral “points of entry” they canuseto try anddecryptthe
message:

(1) Guessor deducethe one-timesymmetricencryption
key.

(2) Mathematicallyderive the recipient’s privatekey. For
RSA, this meansfactoringtherecipient’s public mod-
ulus andusing the information to deducethe private
key.

(3) Obtainthe recipient’s passphrasewhich protectstheir
privatekey. Then,useit to obtaintheprivatekey and
thusdecryptthemessage.Thereareseveralwaysto do
this includingguessing,monitoringkeystrokeswith a
Trojan-horseprogram introduced into the recipient’s
computer, TEMPEST-basedattacks,or even bribing
therecipientto revealhis passphrase.

Thereareotherattacksagainstthe message:attackingthe
sender’s computerthrougha variety of means,obtaininga
copy of the messageafter it hasbeenprinted,convincing
thereceiver (or sender)to sendanunencryptedcopy of the
messageacrossaninsecurenetwork,etc.Thisresearchcon-
centratesonattacksagainsttherecipient’sprivatekey.

If we assumethata one-timesymmetricencryption key
is truly random(or at leastindependent of otherone-time
encryption keys), thenthe Attack (1) will not compromise
theentiresystem.Theattacker will only beableto usethe
encryption key thatheobtainsto decrypttheonemessage,
but thatwill not helphim to decryptothermessages.Thus,
we arenot really interestedin modifying how currentsys-
temssolve this problem.

Attacks (2) and(3) on the systemrepresentthe sort of
globalattacksmentionedabove. If anattacker succeedsin
eitherattack,thenhecanusethe informationhsobtainsto
decryptall messages—past,present,andfuture—sentto the
recipient. In addition,somesystemshave theaddedweak-
nessthattheattackercanusetheinformationto forgesigna-
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tureson therecipient’s behalf. It is these“points of entry”
whichwe focuson closing(or at leastshrinking).

Before introducing protocols we must first introduce
somenotation.

A SophieGermainprimeof
first orderis a prime suchthat is alsoprime.
For secondorderSophieGermainprimes,

is alsoprime anda similar patternholds
for general -orderprimes.

Theencryptionof theplaintext with asym-
metricencryption algorithmandkey .

The decryption of the ciphertext with a
symmetricencryption algorithmandkey .

TheGaloisFieldwith elements.

In RSA,knowledgeof theprivateexponentis equivalent
to knowledgeof thefactorizationof themodulus [18]. Ev-
erymessageencryptedwith thepublicexponentis vulnera-
ble if theattacker gainsknowledgeof theprivateexponent.
Onesolutionto this problemis to usemultiple short-lived
public/privatekey pairs. Thus, a key pair could be valid
for a shortperiodof time, saya day, or valid for only one
message.Thenanattacker who deducestheprivatekey for
decrypting onemessagecandecrypt a few othermessages
at best,i.e. only thoseothermessagessentduring the life-
timeof thekey pair.

For RSA, picking a new key pair meanspicking a new
modulus in addition to picking new public/private expo-
nents. This involvesgeneratingtwo large prime numbers,
andcanbe a costly operationon mostcomputers[16, 19].
Hence,RSA maynot besuitablefor this kind of e-mailen-
crytionscheme.

There are actually several possiblesolutionsto short-
lived public/private keys. In addition to using RSA with
differentexponents and moduli, one can also usea form
of Diffie-Hellmankey exchangefirst publishedin theSKIP
protocol [1]. Considerthefollowing protocolin which Al-
ice publishesseveralpublic keys for peopleto useto send
messagesto her:

(1) Alice choosesa first-orderSophieGermainprime
anda primitive element of the multiplicative group
of thefield .

(2) Alice choosesseveral randomexponents
andcomputes for .

(3) Alice assignsa lifetime to eachkey sothatatmosttwo
keys arevalid at any point in time, andevery key is
valid for only a shortperiodof time, saya day. Alter-
natively, thekey couldonly begoodfor onemessage.

(4) Alice publishesthe , lifetimes, , and as her
publickeysandstoresthe asherprivatekeys.

Note that in Step(2) Alice is essentiallyperforming the
first half of a Diffie-Hellmankey exchange. Now suppose
that Bob wishesto senda messageto Alice. He performs
thefollowing steps:

(5) Bob selectsa public key from Alice. If thekeys have
shortlifetimes,heselectstheonewith theappropriate
lifetime. If they keys areone-timekeys,heselectsthe
next key in thelist (andthenAlice’s computerdeletes
it from thelist).

(6) Bob choosesa random exponent and computes
.

(7) Bob computes andusesthere-
sult as the privateencryptionkey for the messagehe
wishesto send.

(8) Bobencryptshismessage with thekey andsends
to Alice.

OnceAlice receivesthe messagesheperforms the fol-
lowing steps:

(9) Alice looks up the privatekey that corresponds to
the in themessagesentto herby Bob.

(10) Alice checksthe lifetime of the key againstthe time
thatBob sentthemessage.If shedoubtsthat themes-
sagewas sentwhile the key was valid, thenshecan
choosewhetheror not to decryptthe message.If she
no longerhasthedecryptingkey becauseshethrew it
away whenit expired,thenshecansimply askBob to
resendthemessage.

(11) She computes and usesthe
result to decrypt the messageBob sent her:

.

If Alice wantsto shecanevenchoosea differentSophie
Germainprimefor eachpublickey shepublishes.

Thiskind of systemprovidesawaytominimizethenum-
ber of encryptedmessagesthat are commonto any pub-
lic/privatekey pair. Thefewer messagestied to a key pair,
the fewer messagesthatcanbedecryptedif anattacker re-
coverstheprivatekey.

OnceAlice hasa way of generatingmultiple encryption
keys shestill needsa way of distributing them. After gen-
eratinga list of one-timepublic encryptionkeys Alice can
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signeachof themwith herlong-termsignaturekey andthen
uploadthemto a server. Ideally the server shouldaccept
network-basedrequeststo obtain a public key for Alice.
Onceit receivessucha requestit shouldpick the current
key from Alice’s list, accordingto the lifetimes specified
by Alice, andsendsit to therecipient.Whena key expires
the server shouldthrow away the key in orderto conserve
space.

Whethera userhasoneprivatedecryption key or many,
key management is a difficult issue.Ratherthanforcing a
userto memorizetheir privatedecryptionkey, currentsys-
temsallow the userto chosea passphrasewhich the sys-
temthenusesto encrypttheprivatedecryption key. Then,
whenever theuserwantsto decrypt a messagesentto him,
heuseshispassphraseto decrypttheprivatedecryption key
andthendecryptthemessage.

The otherattackwe mentionedwasguessingthe user’s
passphrase.In mostsystems,the user’s passphraseis not
directly used to encrypt their private key. Rather, the
passphraseis hashedwith a salt and the resultinghashis
used.Thus,thereareactuallytwo differentattacksagainst
thepassphrase:

1. Guessthe encryptionkey usedto encrypta particular
privatekey. Thisamountsto guessingall or partof the
resultof hashingtheactualpassphrasewith thesalt.

2. Guesstheactualpassphrase.Thengivenany salt, the
attackercandeducethecorresponding encryptionkey.

Theformerattackis clearlyno harderthanthelatterbe-
causeit is trivial to find the saltedhashof the passphrase
given the passphraseand salt value. However, if a cryp-
tographic hashfunction is used,thenthe first attackis not
equivalent to the second,i.e. an attacker cannoteasilyde-
rive other saltedhashvaluesof the passphrasegiven one
saltedhashvalue.Thissuggeststhatwecouldencryptmul-
tiple privatekeys with the samepassphraseas long aswe
useda differentsalt for eachexponent. The systemwould
bemoresecurethanif we usedthesamesaltfor eachkey.

While usingdifferentsaltsprotectsagainstthe first at-
tack,it doesnot protectagainstthesecondattack.An alter-
nativeapproachis to useanentirelydifferentpassphrasefor
eachprivatekey. Sinceeachpublic/privatekey pair is used
to encryptonly onemessage,eachmessagewill beindepen-
dentof every othermessagein anattackon thepassphrase.
If anattacker managesto guessa passphrase,thens/hecan

only useit to find oneprivatekey andhencedecryptonly
onemessage.

However, thereis a difficulty with the lattersuggestion.
Eachpassphrasehasto beremembered. For evena moder-
atenumberof public/privatekey pairs this canbe a fairly
dauntingtask. Peopleare likely to forget someof their
passphrases,or choosepassphrasesthat are similar. The
formerhasthedisadvantagethatsomeonewouldnotbeable
to decryptall messagessentto them,andthe latterhasthe
disadvantage that an attacker may be able to derive other
passphraseswith only a little bit of effort oncethey obtain
one.A mix of theabovetwo solutionsseemsto providethe
bestsolution.

A user usesone passphraseto protect several private
keys. For eachkey, they usea differentsalt. Sincethesalt
andpassphraseareusedto generatean encryptionkey for
eachprivatekey, thedifferentsaltsprotecttheuseragainst
thefirst attacklistedabove. If theuserminimizesthenum-
berof privatekeys they protectwith eachpassphrase,then
they also minimize the amountof damagedonewhen an
attacker guessesa passphrase.Sincenot every privatekey
is protectedby the samepassphrase,the usergainspartial
protectionagainstthesecondattacklistedabove.

If the systemis designedproperly, then the usercould
have to rememberonly oneor two passphrasesat any point
in time. Eachtime the usergeneratesa new set of pub-
lic/privatekey pairs they can choosea new passphraseto
protecttheset.As thesetof keysexpire theusercanthrow
themaway until theentiresetis empty. Sincea userreally
only needsto generateanew setwhentheirmostof thekeys
from thepreviousoneareaboutto expire,they only needto
keeptrackof at mosttwo setsof keysatany point in time.

As we point out in previous sections,currentencryp-
tion programs have the commonweaknessthat obtaining
a user’s private encryptionkey can causeextensive dam-
age. We pointedout the variouswaysthatan attacker can
learnthe privateencryptionkey andalsogave suggestions
asto how to minimize the damagedoneby the respective
attacks.In general,our suggestionsamountto minimizing
the amountof information that is protectedby an encryp-
tion key. Whencombinedwith long termsignaturekeys, a
powerful e-mailsecuritysystemcanbewritten.
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